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# apt-get install squid 

# apt-setup 

# dpkg -i squid-common-x.y.z.deb 
# dpkg -i squid-x.y.z.deb 

# rpm -ivh squid-x.y.z.rpm 

# cp squid-x.y.z-src.tar.gz /usr/src/ 
# cd /usr/src 
# tar xvfz squid-x.y.z-src.tar.gz 
# cd squid-x.y.z 
# ./configure 
# make 
# make install 

# ./configure  \ 
--prefix=/usr \ 
--exec_prefix=/usr/sbin \ 
--bindir=/usr/sbin \ 
--sbindir=/usr/sbin \ 
--libexecdir=/usr/lib/squid \ 
--sysconfdir=/etc/squid \ 
--localstatedir=/var/spool/squid \ 
--datadir=/usr/share/squid \ 
--enable-async-io \ 
--enable-storeio=coss,ufs,aufs,diskd,null \ 
--enable-linux-netfilter \ 
--enable-arp-acl \ 
--enable-removal-policies=lru,heap \ 
--enable-snmp \ 
--enable-delay-pools \ 
--enable-htcp \ 
--enable-poll \ 
--enable-cache-digests \ 
--enable-underscores \ 
--enable-referer-log \ 
--enable-useragent-log \ 
--enable-auth=basic,digest,ntlm \ 
--enable-carp \ 
--enable-diskd \ 
--enable-icmp \ 
--enable-ssl \ 
--enable-default-err-language=Portuguese \ 
--enable-tproxy \ 
--with-pthreads \ 
--with-large-files 
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# cd /usr/ports/www/squid25/ 
# make 
# make all install 

# mount /cdrom 
# mkdir /usr/ports/distfiles 
# cp /cdrom/packages/All/squid-x.y.z.tgz 
# /usr/ports/distfiles 
# pkg_add -v /usr/ports/distfiles/squid-x.y.z.tgz 

# pkg_add squid-x.y.z.tgz 

cd /usr/ports/www/squid 
make show=FLAVORS 

transparent snmp  

env FLAVOR="transparent" make 
env FLAVOR="transparent" make install 
make clean 

# cp /etc/squid/squid.conf /etc/squid/squid.conf.defaults 

# egrep -v "^#|^$" squid.conf.defaults > squid.conf 

Padrão: http_port 3128 

Padrão: cache_mem 8 MB 

Padrão: cache_dir ufs /var/spool/squid 100 16 256 
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Padrão: cache_access_log /var/log/squid/access.log 

Padrão: cache_mgr email 

Padrão: cache_effective_user squid 

Padrão: cache_effective_group squid 

Padrão: visible_hostname none 

visible_hostname squid.seudominio.com.br 

src

dst

dstdomain

time

port

url_regex
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urlpath_regex

proto

proxy_auth

acl <nome da acl> <tipo da acl> <string>|"<endereço de arquivo>" 

acl palavra_proibida url_regex -i sexo 

http_access deny proibido 

acl proibido url_regex -i sexo 
http_access deny proibido 

http_access deny all 

http_access allow all 
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# /etc/init.d/squid restart 

acl all src 0.0.0.0/0.0.0.0 
http_access allow all 

acl redeinterna src 192.168.0.0/24 

http_access allow redeinterna 

acl faixa_adm src 192.168.0.10-192.168.0.50 
http_access allow faixa_adm 

acl palavra url_regex -i sex 

http_access deny palavra 

# touch /etc/squid/lists/blocked 
# chmod 755 /etc/squid/lists/blocked 

acl blocked url_regex -i "/etc/squid/lists/blocked" 

http_access deny blocked 

# touch /etc/squid/lists/unblocked 
# chmod 755 /etc/squid/lists/unblocked 
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http_access deny blocked !unblocked 

# /etc/init.d/squid restart 

# find /usr -name ncsa_auth 

# ln -s /usr/lib/squid/ncsa_auth /usr/bin/ncsa_auth 

auth_param basic program 

auth_param basic program /usr/bin/ncsa_auth /etc/squid/squidpasswd 

auth_param basic realm 

auth_param basic realm Digite seu login e senha: 

auth_param basic children 

acl autenticacao proxy_auth REQUIRED 

http_access allow autenticacao 
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# htpasswd -c /etc/squid/squidpasswd fulano 

# /etc/init.d/squid restart 

# tar xvfz smb_auth-x.y.z.tar.gz 
# cd smb_auth-x.y.z 

# make 
# make install 

# echo allow > /home/netlogon/proxyauth 

# chmod 755 /home/netlogon/proxyauth 

# ln -s /usr/local/bin/smb_auth /bin/smb_auth 

auth_param basic program /bin/smb_auth -W dominiodosamba -U 192.168.1.1 

acl autenticacao proxy_auth REQUIRED 
http_access allow autenticacao 
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# tar xvfz chpasswd-x.y.z.tar.gz 
# cd chpasswd-x-y-z 
# ./configure --prefix=/usr/local/etc/chpasswd \ 
--enable-language=English --enable-cgi-dir=/var/www/html/cgi-bin 
# make 
# make install 

acl horariopermitido time MTWHF 08:00-18:00 
http_access deny !horariopermitido 

acl fidaputa src 192.168.1.23 

http_access allow blocked fidaputa 

acl fidaputa proxy_auth carlos 

http_access allow blocked fidaputa 

http_access allow fidaputa 
http_access deny blocked !unblocked 
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acl bancos url_regex -i "/etc/squid/lists/bancos" 

acl peao src 192.168.1.24 

http_access deny !bancos peao 

acl piao proxy_auth josefa 

acl bancos url_regex -i "/etc/squid/lists/bancos" 

http_access deny !bancos piao 

# iptables -t nat -A PREROUTING -d ! 200.201.174.0/24 -p tcp --dport 80 -j REDIRECT  --to-port 3128 

# touch /etc/squid/lists/extensoes 
# chmod 755 /etc/squid/lists/extensoes 

E
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\.mp3$ 
\.wav$ 
\.pif$ 
\.bat$ 

acl extensoes urlpath_regex -i "/etc/squid/lists/extensoes" 
http_access deny extensoes 

# /etc/init.d/squid restart 

# squid -k reconfigure 

http_port 3128 

http_port 192.168.1.1:3128 

acl all src 0.0.0.0/0 

acl all src 192.168.0.0/24 
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# iptables -A FORWARD -p tcp --dport 80 -j DROP 

# touch /usr/bin/squidreport 

#!/bin/bash 
cat /var/log/squid.log | grep DENIED | tail -n 60 | mail root 

# chmod 700 relatoriosquid.sh 

# crontab -e 
30        21    * * * squidreport 

# tar xvfz sarg-x.y.tar.gz 
# cd sarg-x.y 
# ./configure 
# make 
# make install 
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# sarg 

# sarg -f $ARQUIVODECONFIGURACAO 

# find /var/www/squid-reports/ -name "*.html" -type f -mtime +30 -exec bzip2 {} \ 
     find /var/www/squid-reports/ -name "*.bzip2" -type f -mtime +180 -exec rm -rf {} \; 
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